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Case Study

The Port of Oakland randomly screens millions of cargo containers every day using the SAIC VACIS (Vehicle and Cargo Imaging System)
for random threats from weapons and ammunitions, human trafficking, counterfeit items, and drugs. The SAIC VACIS X-Ray Systems scans
cargo containers randomly for threats utilizing statistical analysis to find threats. Furthermore, “the Port of Oakland loads and discharges
more than 99% of the containerized goods moving through Northern California, the nation’s fourth largest metropolitan area. Oakland’s
cargo volume makes it the fifth busiest container port in the United States, and ranks San Francisco Bay among the three principal Pacific
Coast gateways for U.S. containerized cargoes, along with San Pedro Bay in southern California and Puget Sound in the Pacific Northwest.
About 75.82% of Oakland’s trade is with Asia. Europe accounts for 13.52%, Australia/New Zealand and Oceania about 5.25% and other
foreign economies about 5.38%. About 0.2% of Oakland’s trade is domestic (Hawaii and Guam) and military cargo. California’s three ma-

jor container ports carry approximately 50% on the nation’s total container cargo volume [1-3]".

Illustration A: Port of Oakland Import and Export Fact Sheet and military cargo.

An organized criminal syndicate corporation are working together using the internet and cargo containers for smuggling of random
threats typically for financial gain. Moreover, they have hired a former Top-Secret government employee to work as a contractor for their

international corporation. The Top-Secret government contractor employee is oblivious to the nature of the international criminal syn-

Citation: Wilbert A McClay. “Unlawful Redemption and How to Fight Back using Automated Inspection of X-Ray Cargo Images using ZAP
OWASP, Image Stenography, Mobile Device Forensics, Port Authority Mobile Application, Machine Learning, Cassandra, MongoDB NoSQL
Databases”. EC Psychology and Psychiatry 4.4 (2017): 140-159.



Unlawful Redemption and How to Fight Back using Automated Inspection of X-Ray Cargo Images using ZAP OWASP, Image
Stenography, Mobile Device Forensics, Port Authority Mobile Application, Machine Learning, Cassandra, MongoDB NoSQL
Databases

141

dicate corporation business practices and framework, and is extorted into a dangerous liaison as an indentured servant commitment to
destroy his career and life. The final impediment which almost cost the Top-Secret government contractor, his life was the theft of his be-
longings, vehicle, and finances, which warranted retribution at all costs to save his life. The Top-Secret government contractor contacted
his father a disabled former U.S. Army Captain and Medical Doctor for assistance in Louisiana. The Top-Secret government contractor
and his father utilize their resources of contacting former government allies, friends, teachers, private investigators, and associates to
strategical combat the international organized criminal syndicate corporation. The Top-Secret government contractor with his aunt a
retired teacher and cousins whom are instructors at “America’s Promise” funded by General Colin Powell design a corporation called, “Just
Us Youth” to assist impoverished communities and at-risk youths with poor parental controls and deleterious health conditions, such as
obesity, asthma, allergies, and cancer. In addition, the Top-Secret government contractor and his father develop a non-profit organization
called, “Wolfsmilch Drones”, to perform Big Data Analytics and data acquisition with the usage of Aerial drones over impoverished com-
munities and surveillance of communities with high criminal activity to alert law enforcement and federal agencies, to assist in thwarting

the malicious efforts of the organized criminal syndicate corporation.

This article involves a real-life scenario which is highly relevant during this new millennium. Moreover, the innovative aspect of uti-
lizing Big data, NoSQL databases with computer forensics demonstrates the next generation technology for criminal investigations and

procedures.

It is necessary to sort through diverse categories and evidence which is considered structured and unstructured, using network foren-
sics tools (e.g. ZAP, and machine learning algorithms for detection and classification of cargo container threats. The computational rigor
to sort through diverse categories and terabytes of information using advanced forensic tools, machine learning, and NoSQL databases to
detect malicious behavior and trends will be discussed in this manuscript.

Setup

Acrylic WIFI Analyzer

OWASP ZAP Version 2.6.0

Linux Stenography Tool, Steghide

www.tinypics.com (image hosting account)

MongoDB NoSQL database running on Windows Operating System

Emacs editor, Linux C/C++ compiler and graphical image libraries (i.e. libtiff) for image analysis.
Google Chrome Internet Browser

Windows BING Internet Browser

Google Play Applications Store: Port Authority Mobile Application

System Requirements

“As we will be using virtual machine images to create a cluster, you will need a computer that is relatively high specifications, to do the

hands-on exercises. Specifically, the computer needs to have the following:

64-bit operating system (Mac, Windows, or Linux)

8GB (or more) of RAM

30GB (or more) of free hard drive space

Linux version Cassandra NoSQL database for Linux Operating System

Latest version of VMware Player installed and working [25]".
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Case Study

In this scenario, we demonstrate how a competent and resourceful Fortune 500 ChipMaker Pinkerton Security network administrator
alerts the Federal Bureau of Investigations (FBI) to catch the individuals involved in the international criminal syndicate organization by
sending them inside information. The international criminal syndicate corporation recently stole the highly lucrative Fortune 500 Chip-
Maker microchips from the Fortune 500 Defense Contractor military contractors advanced Weaponry Program, which are worth millions,

illustrated in Figure B.

Hlustration B: Oakland Port Authority Export of military products for Fortune 500 Defense Contractor military

Defense Contractor.

As a decoy, the international criminal syndicate corporation has placed 2 disc-shaped threat containers inside of 2 different Fortune
500 Defense Contractor military weaponry SUVs’ for the Directed Energy program. The criminal syndicate are aware that the Fortune 500
Defense Contractor military SUVs’ will be searched onsite at the Oakland Port Authority, thus to camouflage the threat container on 1 of
the Fortune 500 Defense Contractor SUVs’, the threat container containing an explosive detonator device, which is placed on the outside
of the vehicle and draped with a wire connected to an explosive located near the gas tank. The other non-threat container is placed inside
the vehicle and when initially searched by Oakland Port Authority Security guards it displays as a container with benign microchips which

appears oblivious to the Oakland Port Authority Security.

The Fortune 500 ChipMaker Pinkerton Security organization has been informed by Fortune 500 ChipMaker high level management to
keep the confiscated microchips highly confidential due to the financial risk assessment for loss of public trust and stock market equity
for stakeholders. Thus, in hopes to ameliorate and thwart the malicious syndicate activity the Fortune 500 ChipMaker Pinkerton Security
organization has secretly contacted the FBI and CIA to capture or terminate the organized criminal syndicate corporation individuals by

any means necessary, and to recover the highly lucrative Fortune 500 ChipMaker micro-chips in the immediate future.
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Illustration C: Fortune 500 ChipMaker Microchip and 10yr. Fortune 500 ChipMaker Historical Stoke Market Quotes

The FBI and Central Intelligence Agency (CIA) have been monitoring the criminal syndicate under investigation for a vast amount of

time, since both containers will be shipped overseas.

The FBI SWAT team has been utilized since the FBI is a domestic law enforcement agency and to terminate the criminal syndicate
before the explosive threat container explodes at the Oakland Port Authority after the non-threat SUV is shipped in a cargo container
overseas, and presents a harder task for the CIA to apprehend the stolen Fortune 500 ChipMaker microchips abroad. The FBI SWAT uti-
lizes ZAP OWASP to find vulnerabilities in the organized criminal syndicate corporation’s network by placing an undercover FBI agent as
a benign data scientist for the organized international criminal syndicate corporation. The undercover FBI agent (Agent 7) is utilizing a
Linux Virtual machine and a series of tools (i.e. machine learning algorithms, stenography tools for instance Linux Steghide, Acrylic with
other mobile forensics and vulnerability tools, and MongoDB, and Cassandra NoSQL databases for uncovering the information and high
stakes espionage of criminal activity and passing the information to the FBI Cloud Security SWAT team with the undercover FBI agents
out-sourced private cloud security network utilizing virtual machines and network information to hidden instructions and information,

for the termination of the organized international criminal syndicate individuals.

Background on Investigative Data Mining to Fight Terrorism

During 2003, Federal Computer Week (FCW) wrote an article: “Investigative Data Mining Part of Broad Initiative to Fight Terrorism
[10,11]". The FCW article states, “investigative data mining and analytical software comb vast amounts of digital information to discover
patterns and relationships that indicate criminal activity”. This form of analysis to discover patterns in criminal activity is considered

forensic data analysis.

Computer Forensics Data Analysis (CFDA) is considered one of the most data-intensive areas of information security [12-24]. The use

of machine learning in computer forensics data analysis is a form of Artificial Intelligence (Al) that instructs a computer to learn without
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having to be explicitly programmed to find patterns in criminal activity. The significant benefits from applying machine learning algo-
rithms to CFDA are: to evaluate data of forensic images, novel automation and training tools for forensic software analysis, and investigat-

ing system logs or logged network traffic after a security incident or predict a future vulnerability.

The primary objective of utilizing machine learning algorithms and NoSQL databases is to focus attention on the most relevant and
important information related to solving an investigation. Secondly, the cybersecurity researcher would predict future vulnerabilities and

automate the inspection of extremely large volumes of forensic data.

Thus, the need for penetration testing to exploit vulnerabilities for inspection and analysis is crucial to track malicious, criminal activi-
ties in penetration-testing forensics. In this study, we utilize ZAP OWASP, Linux Stenography Tools, Mobile Forensics for Android Devices,
Machine learning, Image Processing, Apache Spark, MongoDB, and Cassandra NoSQL databases; for penetration testing to investigate this

highly important are of computerized forensics data analysis.

OWASP ZAP Version 2.6.0

“OWASP ZAP version 2.6.0 is a fork of the opensource Paros Proxy product originally developed by Chinotec Technologies Company.
The OWASP ZAP product includes software’s developed by the Apache Software Foundation at http://www.apache.org licensed under
Apache License 2.0 HSQLDB under BSD license, and JDIC is licensed by Sun Microsystems, Inc [8]". OWASP ZAP additionally contains
BeanShell under the LGPL license.

The ZAP penetration tool is utilized to detect vulnerabilities in web based applications, and its primary utilization is for individuals
with a diverse domain of security expertise, and is quintessential for vulnerability and penetration testing for security researchers and
developers. Additional enhancements of ZAP are provisioned with automated scanners and a compilation of tools, which the security
researcher would utilize to detect and classify security vulnerabilities manually. However, from the command line Windows Power shell
executed in Illustration D, below displaying the process which can be invoked automatically with the “/zap.bat” script on Windows Pow-
erShell. In addition, using the Linux command line in a Linux Ubuntu Virtual machine by “./zap.sh” which can also run other processes and
commands inside a Linux based bash shell script for instance with the usage of sed commands for data cleansing (e.g. spurious characters

(misplaced quotes or semicolons)).

Illustration D: Running ZAP by Windows PowerShell command line using “/zap.bat” script.

Next, we evaluate the default gateway ATT264 network in the Windows PowerShell to view MAC Addresses and IP information at

192.168.1.254, utilizing Window ipconfig network command, denoted in Illustration E, below.

Citation: Wilbert A McClay. “Unlawful Redemption and How to Fight Back using Automated Inspection of X-Ray Cargo Images using ZAP
OWASP, Image Stenography, Mobile Device Forensics, Port Authority Mobile Application, Machine Learning, Cassandra, MongoDB NoSQL
Databases”. EC Psychology and Psychiatry 4.4 (2017): 140-159.



Unlawful Redemption and How to Fight Back using Automated Inspection of X-Ray Cargo Images using ZAP OWASP, Image
Stenography, Mobile Device Forensics, Port Authority Mobile Application, Machine Learning, Cassandra, MongoDB NoSQL

Databases

145

Hllustration E: Demonstrates dubious and hidden VMware virtual machines VMnet1 and VMnet8.

In [llustration E (above), we notice 2 possible unknown Virtual machines running and proceed with a OWASP ZAP vulnerability and
penetration-testing scan report on default gateway, http://192.168.1.254/cgi-bin/home.ha.

However, in Illustration F (below), emanating a ZAP OWASP vulnerability and penetration test on the default gateway,
http://192.168.1.254 /cgi-bin/home.ha, we notice a major alert of click-jacking alerts. A Click-Jacking indicates a security risk where mal-
ware installation through phishing include XFS exploits with click-jacking attacks. The click-jacking attack proceeds as follows the victim
is malicious mislead and perjured by performing undesired actions with malware. An example from a malicious hacker mobile engineer-

ing perspective is to click on a malicious link in emails and messages that consist of “malware payloads” [25].

Hllustration F: “Click-Jacking Attack’, on June 18, 2017 demonstrated in OWASP ZAP vulnerability scan.
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Illustration G: Scan report from ZAP using Port Authority Mobile Application of Common Gateway Interface (CGI)
https://192.168.1.254/cgi-bin/home.ha. The OWASP ZAP Scan.

Report illustrates a Medium Threat of a Cross-Site Scripting attack, which indicates a browser setting needs to be enabled to thwart
this issue in Microsoft Windows BING.

Acrylic Wi-Fi Analyzer to discover other networks and displaying a Hidden Ubiquiti Network on July 11, 2017.

Hlustration H: Acrylic WIFI Analyzer displaying Hidden Network, Ubiquiti Networks.

Acrylic WIFI Professional is a Tarlogic Security: cybersecurity start-up. The main impetus of Tarlogic is the goal of providing innovative

quality to protect corporations from malicious cyber-attacks and industrial espionage. Moreover, Acrylic WIFI Profession is the quintes-
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sential WIFI analyzer software to detect and identify access points and WIFI channels to ameliorate any incidences on wireless networks
on 802.11 a/b/g/n in real-time. Acrylic WIFI is a logical tool for tenured WIFI security analysts to control and detect wireless network
performance and classify access points and transmission speeds [26]. The hidden Ubiqiti Network has a transmission speed of 130Mbps
with a MAC Address of DC:9F:DB:9D: 03:40 on channel 1 with hidden WPA and WPA2 encryption.

Cargo Container VBFA Machine Learning and Sobel Gradient Feature Attraction for Image Processing

Machine learning and image processing algorithms are used to extract features from graphical images within the payload. These ex-
tracted features are generated using Sobel Edge operators and other measurements based on the local and global statistical characteris-
tics of the graphical images [4-7], such as the opacity of the image. It calculates the gradient (smooth blending shades) outlines extracted
features of a vehicle within an image based on its intensity. Figure 1, 2, 3, and 4, respectively, demonstrated below illustrates the VACIS
X-RAY Cargo System shown in Figure 1, X-ray Cargo container ID and registration shown on Figure 2. Figure(s) 3 and 4, illustrates the use

of a Sobel Edge Operator and local and global statistics (e.g. average intensity, opacity, and transparency) on X-ray cargo scans of vehicles.

Figure 1: VACIS X-RAY Cargo System.
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Figure 2: Port of Oakland Cargo Container Registration and ID.

Figure 2a: Port of Oakland Cargo Container Registration and ID and CASSANDRA Database Cargo Statistics.
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In Figures 1, 2, 2a (above) we demonstrate the SAIC VACIS System scanning a cargo container where each respective cargo container
has a registration and ID the cargo container statistics for inbound and outbound cargo container traffic with the date; is ingested into
the NoSQL Cassandra column oriented database where the rows and columns in the database do not need to be uniform as in a relational
database. In addition, if a SAIC VACIS sensor fails scanning a cargo container for instance, opacity the Cassandra database will not crash
due to NULL values in the rows for large queries. In addition, Cassandra NoSQL database was utilized for speed and fault tolerance in

distributed computing and works well on Linux Virtual Machines particularly for a Cloud provider environment.

Image Processing with Cargo Bfa generator with Threat Analysis

Figure 3: VACIS x-ray cargo vehicle SUV image with threat.

Figure 4: VACIS x-ray cargo vehicle SUV without threat image and cargo Bfa generator (training matrices) with

Computational time = 25.79 seconds.
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The VACIS x-ray cargo image without any non-threat explosive or threat explosive discs in the x-ray cargo scanned SUV image is illus-
trated in figure 3 (above), with an intensity gradient of 50 and utilizes the Cargo Bfa generator with 35 iterations, 45 hidden factors, threat

value of 0 with the base name of the cargo output image with generated training matrices and a given input image.

Figure 5: VACIS x-ray cargo vehicle SUV with threat image and cargo Bfa generator (training matrices) with Com-
putational Time= 24.61 seconds.

Figure 6: VACIS x-ray cargo vehicle SUV with threat placed in a different location image using cargo Bfa performer
displaying the opacity with threat disc referenced on 2003.09.22_13.44.23.tif.rgb_disc.

The extracted gradient features from the Sobel feature extraction are to characterize the separability and variability within the images.
The Cargo VBFA Performer utilized by Agent 7 involves using the variational Bayesian Factor Analysis (VBFA) classifier to automatically
detect and classify the threat image, illustrated in Figure 6, above.
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Figure 7: VACIS x-ray cargo vehicle SUV with threat image and hidden meta-data within steghide.

Figure 8: VACIS x-ray cargo vehicle SUV with threat image and hidden meta-data within steghide.

Citation: Wilbert A McClay. “Unlawful Redemption and How to Fight Back using Automated Inspection of X-Ray Cargo Images using ZAP
OWASP, Image Stenography, Mobile Device Forensics, Port Authority Mobile Application, Machine Learning, Cassandra, MongoDB NoSQL
Databases”. EC Psychology and Psychiatry 4.4 (2017): 140-159.



Unlawful Redemption and How to Fight Back using Automated Inspection of X-Ray Cargo Images using ZAP OWASP, Image
Stenography, Mobile Device Forensics, Port Authority Mobile Application, Machine Learning, Cassandra, MongoDB NoSQL
Databases

152

TINYPIC.COM Account for Information Transfer to Syndicate and Zap Owasp

Figure 9: VACIS scanner placed in www.tinypics URL on specific dates with tagged messages “NEED NOT WORRY,
PETRO’, to the organized criminal syndicate and undercover FBI outsourced-cloud security network and analyzing
vulnerabilities with ZAP OWASP,

An attempt to communicate the comprehensive procedures to the organized criminal syndicate and undercover FBI outsourced-cloud
security provider. A www.tinypics account was registered by Agent 7 with a hidden message inside utilized with the Linux based Ste-
nography tool known as StegHide. StegHide is very versatile a root user only needs to type sudo apt-get install steghide on the Linux

command line terminal. Once Steghide is installed a user can begin to embed a file into a jpeg image, illustrated in Figures 7, and 8 above.
Phase 1. Agent 7 types steghide embed -cf input-image.jpg -ef textfile.txt

Enter a passphrase:
Re-Enter passphrase:

Linux Steghide displays embedding “textfile.txt” in “input.jpg” ...done.

Phase II. Agent 7, extracts the embedded file with the following command

$ steghide extract -sf input image.jpg

Enter passphrase:

Linux Steghide displays wrote extracted data to “textfile.txt”".

Agent 7 issues the following kill command in Linux/Unix commands: head -10 ROI*THREAT*.txt SUV !!!,
which means a “A Head count of (10 Dead Syndicate Terrorists) in THREAT SUV, BANG! BANG!, BANG!.
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The, X-RAY Cargo Apparatus Image with Linux Kill Instructions embedded are uploaded to www.tinypic.com account with Tag line
“NEED NOT WORRY, PETRO”, illustrated in Figures 10 and 11 (below) and monitored on different days with ZAP OWASP vulnerability
Scan reports.

Figure 10: VACIS scanner placed in www.tinypics URL on specific dates with tagged messages “NEED NOT WORRY,
PETRO’, to the organized criminal syndicate and undercover FBI outsourced-cloud security network and analyzing
vulnerabilities with ZAP OWASP.

Figure 11: VACIS scanner placed in www.tinypics URL on specific dates with tagged messages “NEED NOT WORRY,
PETRO’, to the organized criminal syndicate and undercover FBI outsourced-cloud security network and analyzing
vulnerabilities with ZAP OWASP.
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Cassandra NoSQL Database Acquisition of X-Ray Cargo Statistics and X-Ray Cargo Image Acquisition

Figure 12: CASSANDRA Port of Oakland VACIS X-Ray Statistics Cargo KeySpace: cargo_homeland_security and

Table: x-ray cargo.

Figure 13: CASSANDRA Port of Oakland VACIS X-Ray Statistics Cargo KeySpace: cargo_homeland_security and

Table: cargo_stats.
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Figure 14: FBI SWAT Out-Sourced Cloud Provider Security and Acrylic Mobile WIFI Analyzer and Agent 7 if config
ATT264 Linux Virtual Machine.

The primary aspect of utilizing an FBI out-sourced private cloud scenario from a multi-tenant perspective are that the workload loca-
tions are hidden and elasticity of the network may be enhanced or ameliorated dependent on the extent of the criminal investigation.
Moreover, for the outsourced-private deployment model in Figure 8 (above), cloud computing can provide elasticity, where Fortune 500

ChipMaker Pinkerton consumer (clients) can rapidly execute requests, receive, and later release multitudes of resources as necessary to
the FBI out-sourced private security provider.

Figure 15: Acrylic WIFI Analyzer and VMware Virtual Machine for Agent 7 and MongoDB.
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Figure 16: Plausible Malicious Intruder from ATT264 Fortune 500 Telecommunication Router Network Logs stored
in MongoDB from L5 vosdb [1029] with destination IP Address:12.194.42.21 with city location, Westminster,
California and GPS coordinates (33.7592, -118.0067) and phone Area Code (714).

Next, I utilized the Port Authority Mobile Application developed by Aaron Wood. The security tool is a versatile mobile and desktop
application to promptly ascertain hosts on your network and facilitate vast network information regarding the user’s mobile device and
other network hosts [9]. Moreover, Port Authority is the quintessential port scanner with performance intervals under 5 seconds and with

the ability to scan 65.5k ports within less than %2 a minute [9], illustrated in Figure 17 (below).

Agent 7 recognizes utilizing the Port Authority Mobile device on default gateway on http://192.168.1.254 /cgi-bin/home.ha; on Win-
dows BING web browser originally points to an Asian Massage Parlor website at approximately 12:19 pm Central Standard Time, USA.
However, on Google Chrome it proceeds to the correct setting of the ATT264 Fortune 500 Telecommunication Router to capture network
logs for System, Firewall, and VoIP at 12:19 pm CST, USA. Agent 7 finds the behavior very questionable regarding originally possible mal-

ware on the Port Authority Application, where a malware attacker may have bypassed a malware testing technique, such as

Figure 17: Port Authority Mobile Application originally displaying spurious behavior at 2 different time intervals

on 7/11/2017, with Agent 7 intervention on mobile web browser settings?
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Figure 18: ZAP OWASP indicating a series of HTTP responses from vulnerability scanning.
Figure 19: Illustrates a X-Frame-Options Header Not Set as a medium vulnerability of an another click-jacking
attack, as previously in illustration F, on June 18, 2017.
Conclusion

The repeated click-jacking attacks on the organized international criminal syndicate corporation, illustrates that a malicious attacker
is installing malware through phishing attempts and plausible intellectual property theft warranting a thorough investigation of the orga-
nized international criminal syndicate corporation ARRIS ATT264 network. Thus, in turn the Fortune 500 Telecommunication Router POC
policy abuse may already be compromised by other networks demonstrated by the Acrylic WIFI Analyzer constituting industrial espio-
nage and total loss of intellectual property to “Just Us Youth and Wolfsmilch Drones Corporation”, and devasting the lives of impoverished

communities and at-risk youths domestically, thus the Linux kill command to the organized syndicate terrorists cannot be executed now.
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Furthermore, the malicious malware attackers may have already installed other forms of malware such as trojan horses and worms
which could be invoked in the future and totally compromise the entire ARRIS ATT264 network, which the AT and T Corporation is evi-
dently already privy to this information.
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